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Hauano padorsl B mporpamme «Antullupar 2.0»

[IpounTaiiTe 1 IPUMHTE COTIAILIEHUE

[Ipu nepBoM 3amycke NOSIBUTCS OKHO-TIpeynpexaeHue (Juckneiimep).
* [IpounTaii yCia0BHs UCIIOIb30BAHUS

* [ToctraBbTe ranouky «S mpounTasn(a) ¥ IPUHUMAIO YCIOBHS

* Haxxmure «IIpuHumaro ycnosuss — Boutu B cucremy»

Autullupar

0

&\ BAXHOE FOPUAWYECKOE YBEJLOM/IEHME

Mporpamma npeAHasHaueHa MCKAIONMTENLHO AN NPaBOOGAaAaTened 1 X
YNONIHOMOUEHHBIX NPeACTaBUTeN .

WUcnonb3osanne AN HE3AKOHHOTO C60pa AAHHLIX WK NPEC/IEA0BAHNA NN CTPOTO
anpeyeno.

Monb3osatenb HECET NOAKYIO IOPHAMUECKYIO OTBETCTBEHHOCTD 33 BCE CBOM ACHCTBMA.

Rate Limiting: Mporpamma ncnonbsyer robots.txt: Mporpamma cobaopaer
3a/ilepXKu MeXAy 3anpocamu Ana npasuna robots. txt caiTos Tam, rae 310
NpeAoTBpaLlieHNA NeperpysKkn TEXHUUECKH BOIMOXHO.

cepBepos.

Mincuma: TonbKo reHepauys wa6noHos Xypuan: Bce AeiCTBUA 3anUCHIBaIOTCA
¥ OTKpBITHE BalLero NOWTOBOTO NIOKa/IbHO AN NPOIPAUHOCTH 1 BYAMTA
KnvenTa. AsTopaccsunka He

NPOU3BO/ANTCS.

DHHOE COTIALIEHUE (EULA)

AT

bes saToro mporpamMmma He 3aIyCTUTCSI — 3TO CAEIAHO CIEIUAIBLHO T Bamei
IOPUAYECKOM 3alUTHI.

Pucynox 1: Oxno 6xooa 6 kabunem

3anosnute 1anHbie 0 cede (IlpaBoodiagaTenn)
PEB,Z[CJI <<HpaB006J’IaIIaTCJ'IL» — OJIMH U3 CaMbIX BaXXHbIX PA31CJIOB IIPOTrpaMMBbI.

* Haxxmu «IIpaBoo0iiagaTelib» B IEBOM MEHIO

* BBeu ¢BOE moaHoe uMs / Ha3BaHWE KOMITAHUH
* Beeau email ans nepenucku

* Benu tenedon (HeoOs3aTENBHO)

* Haxxmu «CoxXpaHUTh TaHHBIE



Mpasoobnaaatens

3aueM? DT JaHHBIC aBTOMAaTUYCCKH BCTABJIAIOTC B HI/ICBMa-HpeTGH?)I/II/I!

Pucynok 2: Oxno pecucmpayuu noso2o kabunema



J/lo0aBJjIeHHe KHUAT

* Haxxmu « KHUTH» B JIEBOM MEHIO

» Benu Ha3zBaHue KHUTH B UMsI aBTOpa (00s3aTEIIBHO)
* Beeau ISBN ecnu 3Haens (HeoOs3aTeNbHO)

* Beibepu dopmats 1151 moucka (epub, tb2, pdf u T.1.)

* Haxkmu «Jl00aBUTh KHUTY»

0

Autufupar

Pucynox 5: Tunoevie anemenmol « Knueu»



3anyck CKaHMpPOBAHUS

Buumanmue: 0142 npedomepawienusn o10kuposku eauteco IP-adpeca
Onepamopom uHmepHen, 603MOHCHO 02PAHUYEHHOE KOJIUUECH 80 NOUCKOBBIX
00HOBPEMEHHBIX 8b10AY Pe3yibmamoe 00 «3». /s npooonicenus noucka
Haxicmume kHonky «llpoodonxrcumo nouck»

* [lepeitnu B «O0111as1 CTATUCTUKAY

* Haxxmu Gosnbiryto kHONKy «CrapT»

« CMOTpH Ha mporpecc-6ap — nporpamMmma HuiieT!

* Ecniu Hyx)HO octaHoBUTh — KHoOITKa CTOII (kpacHasi, BBepXy crpaBa)

y O6uan craTueTuka
@)

AuTtuMupar

AKTUBHO

Ynpasnenvie ckanmposanem

% fins npegoTHpaueHuA 6noKMpOBKN awero IP-agpec

Tocnepume Haxogkn

Saupmiior naanersi. Kype Monoaoro Boiiua
Sauwmimos naanersi. Kype wonoaoro Goiiua

=, Sauymimn naanersi. Kypc Monogoro Goiiua
i e B RLS

aupmir naanersi. Kype wonooro Bojiua

Saupmims naanersi. Kypc Monoaoro Goiiua

PuCyHOK 6: 061/1/!61;! cmamucnmuka noOUcCKa no uCmodYrHuKam

PacwiupeHHblll NOUCK U pe3y1bmam

* [Iepenau «Pe3ynprar nouncka»

* [TupaTckue ccbUIKM — KpacHble (HapyuieHue!)

* JleranbHble CCHUIKU — 3€JIEHBIE (BCE HOPMAJIBHO)

* Haxxmu kamepy — caenail CKpUHILIOT-10Ka3aTeNbCTBO



* Ha)xmMu KOHBEpPT — CO3/[1aii MUCHMO-TIPETEH3UIO

Momck | Pesynbrarsi

Autulupar

Dessmoii Cepreii flyosmenco

Densmuii Cepreii

PuCyHOK 6: ﬂemaﬂbHClﬂ cmamucmuKkd noucka no uCmo4YHuKam

/laHHbIE IPaBo00OIaKaATEI IS

Pazgen «HpaBoo6J1a,uaTenL» — OJIMH U3 CaMbIX BaXXHbIX PA3CJIOB IIPOTrpaMMBbI.

3AYEM 3AIIOJIHATE 5TOT PA3AEJI?

JlaHHBIEe IpaBOOOJIAAATENSI ABTOMAaTUYECKHU TIOJICTABIISIFOTCS B:

* [Tucekma DMCA (MextyHapOoHbIE IPETEH3UN)

* Abuse-xan00bl XOCTUHT-IIpOBalIEpaM

* [IpeTeH3MOHHBIE MMCHMA HA PYCCKOM SI3bIKE

be3 atux naHHBIX NpUAETCS 3aMOIHATH KaX10€ MHUCbMO BPYUYHYIO!

UTO HYXHO 3AIIOJIHUTD:

* ®U1O / Ha3zBanue opranu3anuu — TBOE MOJHOE UMl UJIM HAa3BaHUE U3/1aTeNIbCTBA
[Ipumep: «MBanoB MBan MBanoBnu» ninm «OOO M3narensctBo Kunra»

* Email — anpec ayist o6patHo# CBS3U
CoBer: UCTONB3yil 1e710BOM email, He THYHBIN

* Tenehon — HeoOsI3aTEIBHO, HO JKEJIATENIBHO I 60Jiee BECOMON MPETEH3UH
* Anpec — MOYTOBBIH aapec (1 opUIHATIBHBIX TPETEH3UN)
* CaiiT — TBOM oHIMaNBHBIN caliT aBTOpa WM W3JaTEIbCTBA

* Onucanue IMpaB — KPATKOC OMMMUCAHUC OCHOBAHUS ITIpaB
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[Tpumep: «ABTOp Mpou3BeACHUS, UCKIIOUNUTENbHBIE MpaBa ¢ 2020 roxa»

* JlononHuUTENbHASA HHPOPMALIUS — JIFOObIC Ba’KHBIE CBEJICHMUS
[Ipumep: «IIponssenenue 3apeructpupoano B PAO NeXXXXX»»

COBETHDI:

* 3a110J1HU BCE MOJISI MAKCUMAJIBHO ITOJIHO — 3TO MOBBIIIAET I0PUANYECKYIO CHITY IPETEH3UMN
 Ecau T npeacTaBisienib U3AaTEIbCTBO — YKaXH TOJDKHOCTD

* JlaHHBIE XPAHATCS TOJIBKO JIOKAJIBHO HA TBOEM KOMIIBIOTEPE

* Haxxmu «CoXpaHUTh JaHHBIE» — JAHHBIE COXPAHAIOTCS aBTOMAaTUYECKH U HE TEPSAIOTCS 10CIIe
nepesaiycka



Paznen «Kaurm»

3nech Bbl 100aBisieTe KHUTH, KOTOPbIE HY>KHO 3aIUTUTh OT IUPATOB.

[1OJIA JJIA 3ATITOJIHEHU A:

» Ha3BaHnue kHUr® — 00s13aTenbHOE TOJIe
[Ipumep: «Mactep u Maprapura»
CoBert: BBeZI TOYHOE Ha3BaHUE — MPOTrpaMMa OyJIeT UCKaTh UMEHHO €ro

* ABTOp — 00s3aTeNbHOE 0JIE
[Ipumep: «Muxans byinrakos»

* ISBN — yHMKaIbHBIN HOMEp KHUTH (HEO0sA3aTeNIbHO)

®dopmart: 978-5-17-XXXXXX-X

I'me naitn? Ha 3amHei 00105KKe KHUTH WX HA CAalTe M3/1aTelIs

3ayeM? [1o3BoJIsIeT HAXOAUTH KHUTY TOYHEE, UCKJIFOYAET COBIIAJICHUS 10
Ha3BaHUIO

* Xom1 ¢aiiia — YHUKaIbHBIA «OTIIEUYaTOK» TBOETO (aiina (Heo0s3aTeIbHO)
®opmatel: MDS5 (32 cumBona) uinun SHA256 (64 cumBoiia)
3auem? D10 HEOITPOBEPXKMMOE noka3aTenbCTBO — UMEHHO TBOM (haiin
yKpaJacH
Kak nmomyunts x2m?
— Windows: nporpamma HashCheck (6ecruiatHo)
— Ownnaiin: md5Sfile.com nnu sha256file.com
— Komannnas ctpoka: certutil -hashfile kaura.epub MD5

OOPMATDLI JIA ITIOUCKA:

DJIEKTPOHHBIE KHUTH:

* epub — camerIii monyssipHbId popmat (i0S, Android, PC)
* fb2, fb3 — nonynspusl B Poccun (CoolReader, FBReader)
* pdf — yHuBepcanbHbiid popmat

* mobi — j71s1 yerpoiictB Amazon Kindle

* tXt — MpPOCTOM TEKCTOBBIN hopmat

* Zip, far — apXuB C KHUTOU

AYIVMOKHHIHU:
* mp3, Mp4 — camblil nonyaspHbIN aynuodopmat
* Wav — HecKaTblil ayanodopmar

9



* avi, MPeg — BUJICO3aNHUCh ayAUOKHUTH

Coget: BoIOepH «BbIOpaTh Bcey eciu HE YBEpEeH — HAUIETh OOJIbIIE MUPATOB.

VYIIPABJIEHUE KHUI"AMMU:

» Knonka «Y nanuthy (KpacHas KOp3UHa) — yJAJIUTh KHUTY U3 CIIHCKa
* MoHO 100aBUTh HEOTPAHUYEHHOE KOJIMYECTBO KHUT
* Bce KHUTH COXpaHSIOTCA aBTOMAaTUYECKH MOCIIE Mepe3anmycka

10



Kak ynpasisitb CKAaHUPOBAHUEM

* Knonka «CtapT» (3es€éHasi) — HayaTh MOUCK

* Knonka CTOII (kpacHasi, mpaBblil BEpXHUI yroj) — HEMEMJIEHHAs OCTaHOBKA
* ['opsiuas knaBuma Ctrl+S — Crapt/Cton 6€3 MbIIIKH

* [Iporpecc-6ap — nmokassiBaeT % MPOBEPEHHBIX HCTOYHUKOB

* C4€TUMK HAMJIEHHBIX — OOHOBJISIETCS B peaJIbHOM BpEMEHU

BAYXHO 3HATD:

* Mexy 3anpocamu ecTh nay3bl (Rate Limiting) — 3T0 HOpManbHO!
[Tay3bI HY>KHBI UTOOBI CalThI HE OJIOKUPOBAIIM IPOrPAMMY

* [lomHOE cCkaHMpPOBaHME BCEX UCTOYHUKOB MOXKET 3aHATh 10-30 MuHYyT

* [Iporpamma coburogaet robots.txt caiitoB (ecnu BkiroueHo B Hactpoiikax)

* Pe3ynbTarsl COXpaHsI0TCa aBTOMAaTUYECKH

11



Pe3yabTarsl moucka
B sTom pas3aciic BUAHBI BCC HaﬁﬂCHHLIC CCBUIKH — IIHUPATCKUC U JICTAJIbHBIC.

1. OIBETOBBIE ObO3HAUYEHUMA:

@ KPACHBII — nupatckuii pecype (HapyIeHne aBTOPCKAX mpas!)

@ 3EJIEHBIN — neransras/monyieransHas miomaaka (Amazon, JIutPec u T.1.)

2. OUNJIbTPHbI (kHonku Haa TaOIUIIEH ):

* «Bce» — nokazaTh Bce HaliIeHHbIE CCHUIKH

* «[Iuparckue» — TONBKO HE3aKOHHBIE KOTIUU

* «JleranpHbIE» — TOJIBKO O(UITHATIEHBIC TUIOIIAAKH

* «<HoBbie / YBenomieHnsl / Y janeHs» — 1o cTatycy o0padoTKu

* «3epkana CrpynnupoBaHb» — OJUH (Pailyl Ha HECKOJIBKHUX 3epKanax 00beInHACTCS

B OJIHY CTPOKY

3. KAK OTKPBITh CCBUJIKY:

Haxxmu Ha CUHUI TEKCT CCHUIKM — OHA OTKPOETCs B Opay3epe.

[IpoBeps 4TO TaM JEUCTBUTENBHO €CTh TBOS KHUI'A MEPE OTIPABKOM MPETEH3HHU.

4. KHOIIKHW JIEMCTBUH (B kaxoii cTpoke):

& Kamepa — cenats CKpUHIIOT CTPaHMILB (J0KAa3aTENLCTBO!)

12



[] KouBept — co3aaTh MUCHMO-TIPETEH3UIO JIJISI 3TOW CCHUIKH

& Cchiika — OTKpHITH B Gpaysepe

5. OUMCTKA PE3VJIbTATOB:

Knonka «Ouuncturts pesynbratedy — yaanser BCE HaiiieHHbIE CCBUIKH.

/\ BHUMAHME: 310 nefictie HeoObpartumo! CHayaa COXpaHH CKPUHIIOTHI

6. I'PYIIIIMPOBKA 3EPKAJI:

Ecau OJJHAa KHHUI'a CCTh Ha 5 3CPKaJIaX — IIporpaMma O6’b€,ZII/IHHeT HX B OJJHY CTPOKY.

Haxmu «+4 3epkana» 4ToObl yBUIETH BCE ajipeca.

13



IIucsma nuparam

371ech CO3/1at0TCsl MPETEH3UOHHbBIE TUChMA ISl TUPATCKUX PECYPCOB.

BAXHO: KAK PAGOTAET OTIIPABKA

IIporpamma TOJIBKO renepupyet teket u oTkpbiBaeT BAILl mo4TOBBINM KIUEHT.
Ona HE otnpasnser nuceMa camal

Brl Bcerga popMupyete nucbMo U peliaeiib — OTHPABISITH I HET.

1. TUIIBI ITUCEM:

1. DMCA (MexayHapOoaHbIil CTaHIapT)
* JIns unoctpanubix caiitoB (CLLIA, EBpona)
* Digital Millennium Copyright Act
* FOpunuuecku 00s13pIBaeT CalThl y1aIUTh KOHTEHT

e Ha aHrnmuiickom s3bIKe

2. Abuse (;xano06a XOCTHHT-TIpOBaiepy)
* Ornpasnsiercss HE Ha caMm caiT, a ero XOCTUHT-TIPOBANAEPY
* UacTo apexTnBHEE — XOCTEP MOXKET OTKIFOUNUTH CAUT
* Mlcionp3y# €ClIv caM CalT HE pearupyer

* Email agpec: abuse@xoctep.com (Haiinu uepes WHOIS)

3. [Ipeten3us (pyccKosi3bIaHas!)
* JIJIst pOCCUMCKUX CaTOB
* Ccputaercs Ha ['K PO Yacts [V (aBTOpCKOE mTpaBo)

* Ha pyCCKOM SI3bIKE — IIOHATHO POCCUHCKUM CyaaM
14



2. KTO BJIAJIEJIEL] CAUTA (sknaaxa WHOIS):

* BBeau ajgpec nmupaTcKoro camra
* Haxkmu «3anpoc WHOIS»
* [Tonyunine: uMs perucrpanTa, email, TeaeoH, XOCTUHT-ITpOBaliep

* Ucnonw3yit 3TH 1aHHbIE A1 OTOpaBKU Abuse-xanoobl

3. PEKOMEHJIYEMBI [IOPSJIOK JEMCTBUN:

1. Cnenait CKpUHIIOT CTPaHUILBI (JOKA3aTEIHCTBO)

2. Otnpasb nucbMo camomy caiity (DMCA unu [petensus)
3. [lomoxau 7-14 nuei

4. Ecniu Het oTBeTa — Abuse xoctunr-nposaiiiepy

5. [NapamnensHo nogait DMCA B Google u Anaexc

15



HacTtpoiiku nporpaMmmsl

Paznen «HacTpoiiku» conep’uT Bce mapameTpbl paboThl TPOTPAMMBI.

BKIIAJIKA «MCTOYHUKN»

31eCh CIIMCOK BCEX CAaUTOB, KOTOPBIE MPOBEPSET MPOrpamMma.

YnpaBieHue UCTOUHUKAMMU:

* TymOuiep (mepekirovaresib) — BKIIOYUTH/OTKIIOYUTH OTACIbHBIA HCTOYHHUK
* « BkirounTh BCE» — BKIIFOUUTH BCE UCTOYHUKH CPA3y

* «OTKIIIOYUTD BCE» — OTKIIOYUTH BCe (Hampumep, AJis OTIIAJIKH)

* QubTp MO TUIY — MoKa3aTh ToJbko Telegram / Caiitel / ToppeHTHI

* «Bxi1. kateropuio» / « BbIKII. KaTeropuo» — yrpaBjieHHe Ipymnnon

J106aBUTh HOBBIM UCTOYHUK:

* Beequ URL (aapec caiita wnn Telegram-kanana)

* Beenu HazBanue (wim octaBb mycThiM — nojictaButTcst URL)
* BriOepu tun: Caiit / Toppent / Telegram / IlouckoBuk

» Haxxmu «Jlo0aBUTHY

[Touckossie Teru:

» JloGaBmsiii crmoBa Jj1s TOMCKA: KHUTA, epub, pamunus aBTopa
* 3HaK 00aBIISIETCS] ABTOMATHYECKH

* Haxxmu Enter nnu kaoniky «Jlo6aBUTHY»

* Teru coxpaHsOTCs MOCIE Mepe3ammycka mporpaMMbl

BKIIAJIKA «bE3OITACHOCTDb»

* 3aziepkKa MeX Ay 3anpocamu — pekomenayercs 1500 mc
* 3ajiepKKa K OTHOMY JoMeHy — pekoMmeHnayercst 8000 mc
* robots.txt — ocTaBb BKJIIOUEHHBIM (3TO STUYHO U OE3011aCHO)

BKITAJIKA «ITPOKCH»

 lo6aBr SOCKSS5 nim HTTP mipokcu asist cmensr [P
» ®opwmar: host:port (Hampumep 127.0.0.1:1080)
* Poranus — npu KaxkJoM 3apoce UCIONb3YETCsl CIETYOUUN TPOKCH

16



BKIIAIKA «OBHOBJIEHW S»

* Haxxmu «IIpoBeputb 00HOBIIEHUS — MpOrpaMMa IPOBEPUT CEPBEP
* Ecniu ecTh HOBast BepcHsi — MOSIBUTCS] KHOIIKA CKAUMBAHUS
* HoBbIl .€X€ cKayaeTcss 1 aBTOMAaTHYECKU 3AMEHUT CTapbIid

BKIIAIKA «KYPHAJI AYAUTA»

* [TosnHas uctopus BceX NEUCTBUM ITPOrPaMMBbI
* QupTpanys 110 ypOBHIO U KaTErOpun

* DKCIOPT B .txt (haiin

* Knonka «O4ncTuTh 10rm»

API Kinroun (pacuuMpeHHbIH OMCK)

Bxnanka «API Kimroun» B Hactpoiikax mo3BOJISET MOAKIIOYUT IIJIATHBIE CEPBUCHI
uist Oonee 3(pPEeKTUBHOTO MOUCKA.

3AYEM HVYXHbBI API KJITFOUN?

becrnatubie pynkiuu orpanudensl. APl kmtoun parot:
* bonple pe3ynbTaToB NOUCKA

* loctym k neranbabIM ncTounnKaM (Google Books)
 Tounsrit nouck no kauram (uepe3 ISBN)

* [Tomubeie ganabie WHOIS (email Bragenbma)

GOOGLE BOOKS API (pexomenayercs)

becrutarno: 1000 3ampocoB B A€Hb

Kak nomyuyurs:

1. Otkpoii console.cloud.google.com

2. Co3naii HOBBIN MPOEKT

3. B paznene API naiinn «Books API» u Bkiroun ero

4. Ilepeiinu B «YuérHble n1aHHble» — «Co31aTh yU€THBIE NaHHbIE)» — «API key»
5. Cxonupy# KJIt04Y ¥ BCTaBb B IPOIPaMMy

17



GOOGLE CUSTOM SEARCH

becrmatno: 100 3anpocoB B 1eHb

Kak nomyunts:

1. Otkpoii programmablesearchengine.google.com
2. Haxxmu «Get Started» nimm «Jlo0aBUTEY

3. Bxutoun «Ilouck mo BceMy HHTEPHETY»

4. TTonyum «Search Engine ID» (kitou moucka)

5. Coznait APl Key B Google Cloud Console

6. BBenu 06a 3HaueHHS B IPOTpaMMy

BING SEARCH API

becmtatao: 1000 3anpocoB B MecsIl

Kak nmomyunts:

1. Otkpoit azure.microsoft.com

2. Co3pnait pecypc «Bing Search»

3. Ilepeitnu B «Keys and Endpointy

4. Ckonupy# KJIKOY U BCTaBb B IPOIPAMMY

SHJIEKC. XML (omuuoHa bHO!)

IlnaTHo: ot 3000 py6/mec

Kak nomyunts:

1. 3apeructpupyiica Ha xml.yandex.ru
2. BoiGepu Tapud u ornatu

3. [Monyun ki1t0Y B TUYHOM KaOWHETE
4. BcTaBb B mporpamMmmy

WHOIS API (pexomenyetcs)

becnnatro: 500 3anpocoB B MecsiIl
Kak nmomyunts:

1. Otkpoit whoisxmlapi.com

2. 3apeructpupyiica (FREE nnan)

3. [Tonyun API xirou

4. Bcrass B none « WHOIS API Key»

[Tocne atoro 8 WHOIS OyayT nocTymnHsI:
* Email Bimagensna caira s Abuse-kaoObl
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* Tenedon perucrpanra
* [ToiHBIC KOHTAKTHBIC JTAHHBIC

KAK BBECTHA KJIIOYH:

1. Hactpotiku — Bkiaaka «API Kiarouny»

2. BcTaBb Ki1109 B COOTBETCTBYIOIIEE TTOJIE

3. Haxmu Enter nim nepekiatounch Ha Ipyroe noiie
4. Kitro4 COXpaHUTCSI aBTOMaTUYECKU

5. Ungukatop «CoxpaHEHO» MOATBEPAUT BBOJ

WHOIS — kT1o0 Baagesen caira

Paznen « WHOIS» (Bknanka B «Ilucbmay) Mo3BoJISIET Y3HATH KTO BJIaJICET TOMEHOM
U TJ€ HaXOJUTCS CauT.

YTO TAKOE WHOIS?

WHOIS — »T0 6a3a maHHBIX BCEX 3aperUCTPUPOBAHHBIX JJOMECHOB.
N3 He€ MOKHO y3HATH:!

* KTo 3apeructpupoBain 1oMeH (MMsi, OpraHu3a1us)

* ['1e HaxoaWTCS XOCTUHT (CTpaHa, poBaiaep)

» Konraktsl my1s1 sxano6 (abuse@, admin(@)

* JlaTbl perucTpaui 1 OKOH4YaHUs

JABA PEXXUMA PABOTHDI:

BE3 API KJTFOYA (6ecmatHo):

* Mcnonb3yert rdap.org u ip-api.com

* Uro naér: ctpana, ISP, opranuzaius, nara peructpauuu
* HE naér: email, Tenedon Bnaaenbia

C API KJITIOYOM (pexomenayercs):

» Ucnionszyer WhoisXMLApi.com (500 6ecriiaTHBIX 3aIIpOCOB/MEC)
* Yro maér: BCE mannsie Bxirouast email mis Abuse

» [To3BoJIsI€T OTIPABUTH KOOy HATIPSIMYIO XOCTUHT-TIPOBAUIEPY
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KAK ITOJIYUUTDH KOHTAKTEI JIUTA )KAJIOBBI:

1. Ilepeiinu B «ITucbma» — Briaaka «Krto Brnangener caiita?»
2. Beeau nomen (Hanpumep: rutracker.org)

3. Haxxmu «3annpoc WHOIS»

4. Haitou cexumo «KOHTAKTHI JIUIS [TIPETEH3UI»

5. Cxonupy# email: abuse@nomen.ru

ITOJIE3HBIE CCBIJIKH:

» who.is/whois/noMen — noapo6Has nuHpopmarus
* 2ip.ru/whois — poccuiickue JaHHbIe
* Bxianka « WHOIS» B nporpamme

I[MTPUMEP UCIIOJIb3OBAHUA:

. Hamén nupatckuii caift: flibusta.is

. Cnenan CKpyHIIOT (JJ0Ka3aTEIbCTBO)

. Ormpasun DMCA nucbmo Ha email caiita
. Ilomoxnan 7 mHEW — HET OTBETA

. Cnenan WHOIS — y3Han XoCTHHT

. Hamén abuse@xocturr.ru

. OrmpaBun Abuse-xkano0y

. XOCTep OTKIIIOYMII CauT!

0 3O\ U1 &~ WL —

BBICTPBIN [TOVCK WHOIS:

B paznene «Ilucema» — Brianka «KTo Biaagenen caita?y:
* BBeu nomeH

* Haxkxmu Enter

* [lonyuyu TaHHBIE MTHOBEHHO
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CxpuHIIOTHI (T0Ka3aTeabeTBa A0 cyaa u PHK)

OyHKIMS CKPUHIIIOTOB — Balll ri1aBHBIM HHCTPYMEHT cOopa
JI0OKA3aTeJIbCTB MUPATCTBA.

3AYEM HVYKHbI CKPUHIIIOTDBI?

* [Tupatel 4acTo yIaIsAIOT CTPAHMIIBI CPa3y MOCIE TOJTYYSHUS TPETEH3UU
* CKpUHIIOT (PUKCUPYET (PaKT HAPYIIECHUS C JATON U BpEMEHEM

» Cyn u PockoMHaI30p TPUHUMAIOT CKPHUHIIIOTHI KaK JI0Ka3aTeIbCTBA

* be3 ckpuHIIIOTa — HET JJOKA3aTeIbCTB!

IIpaBuiio: cHaYaJ/ia CKPUHILOT, IOTOM NHCbMO!

KAK CAEJIATH CKPUHIIOT:

1. B pa3nene «Pe3ynbTar monucka» Halau MAPATCKYHO CCHUIKY

2. HaxxMu KHOIIKY-KaMepy cripaBa OT CChUIKH

3. OTKpoeTCcsl OKHO MPEABAPUTENBHOTO MPOCMOTPA

4. Haxxmu « COXpaHUTh CKPUHILIOT

5. ®aiin coxpaHuTCcA B amnke screenshots/ psaom ¢ mporpammoit

4TO COAEPXUT CKPUHIIOT:

« CaMO CO/Iep>)KUMOE CTPAHUIIbI TTHpaTa

* URL-aapec cTtpaHulibl (B MIANKE WA IMOJKUCH)
« Jlata 1 BpeMst co3aaHusl CKPUHILIOTA

» Hazpanue kHUru u uMs npaBooOagaTess

* BonsiHou 3Hak «AnTtullupar»
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KAK HA3BIBAIOTCS ®AWJIBI:

screenshot_2025-06-15 14-30-22_rutracker.png

COBET JIA CYIA:

JIns cyna xenaTeabHO HOTApUAIBHO 3aBEPUTH CKPUHILIOT.
OOpatuCch K HOTAPUYCY € pacriedyaTkor u Ganaom.

HoTtapuyc MOXeT caMOCTOSITENIbHO 3aMTH HA CTPAHUILY U COCTABUTH
IPOTOKOJI OCMOTpa cauTa.

Kaprouku Hapymuresst

Kaprouka HapymuTenss — 3To opUIIMaTbHBIN TOKYMEHT C YHUKAJIbHBIM
HOMEPOM JIJ1s1 (PUKCAIMU HAPYILICHMUS.

4YTO TAKOE KAPTOYKA?

[Ipu HaX)aTUM HA KHOMIKY KaMEPHI B PE3YJIbTATaX MOUCKA OTKPHIBACTCS
OKHO C KapTOUYKOU HAPYLIUTEIS.

Ot10 npodeccroHaTbHO 0(POPMIICHHBIN JOKYMEHT, KOTOPBIM MOYKHO:

* Coxpanutb kak HTML (mosnHast kKapTouka)

 Pacnieuarats (coxpanuth kak PDF)

» Coxpanutb kKak TXT (TeKCTOBBIN BapUaHT)

HOMEP KAPTOYKMU:

dopmat: AP-{timestamp}
[Tpumep: AP-1736789012

HoMep yHHKaNEH U HCTIONIb3YEeTCs JJISL:
* nenTurkanuy HapyleHus B Cye
* CCBUIOK B IPETEH3UOHHBIX TUChMAX
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* Benenus yuéra

4YTO BXOAUT B KAPTOUKY:

* Homep kapTouku u nara

« Ctaryc (IINPATCKWM / IIOJO3PUTEJIBHBIN)

* HazBanue kHUTH

* ABTOp KHUTH

» ®opmar daiina (epub, pdf, mp3...)

e [Tomueiit URL HapymieHus

 JlomeH caiita

* Jlata oOHapy>keHus

» Jlannbie mpaBooOanarens (13 pazzaena «lIpaBooOmanarenny)
* FOpuanueckoe yBeJOMIICHUE

KYJA COXPAHSIOTCS ®ANJIBI:

[Tamka psigoM ¢ IporpaMMon:
» screenshots/card 2025-01-15 14-30-22_flibusta.htmi
* letters/dmca flibusta 2025-01-15.txt

O®OPMATBHI COXPAHEHHMA:

« HTML — nonHast kapTouka ¢ Ju3aiHOM (PEKOMEHTYETCS )

* TXT — TexcToBbIN BapHaHT AJid email

* PDF — uepe3 kHoniky «PDF» — otkpsiBaeTcs Opayzep — «Iledars»
— «Coxpanuts kak PDF»

KAK UCIIOJIb3OBATb B CY/IE:

1. Coznait kapTouky (kHOTKA «OTKPBITh KAPTOUKY))
2. Coxpanu xak HTML
3. Pacneyarait unu coxpanu kak PDF
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4. IIpriio)u K KICKOBOMY 3asIBJICHHIO
5. IIpu HEOOXOUMOCTH — HOTApPUATIBLHO 3aBEPD

[TPUMEYAHUE:

Kaprouka popmMupyercs aBTOMaTU4E€CKHA Ha OCHOBE JJAHHBIX U3
IPOTrpaMMBl.

VY6enucs, uto paznen «IIpaBooOnanarenby» 3aM0IHEH — €r0 JTaHHBIE
OyIyT B KapTOUKE.
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Be3onacHocTh M KOHPHUIECHINATIBLHOCTD

Paznen «Hactpoiiku — be30onacHOCTbY» COMEPKUT apaMeTPhbl 3alUTHI.

RATE LIMITING (3aaepKu MEXIy 3alpocaMM ):

3a4eM HYyXHO?

* UtoObI caiiTel He Os0kupoBanu [P-agpec mporpammebl
* UToOBI HE CO3/1aBaTh JIUIITHIOIO HATPY3Ky Ha CePBEPHI
* DTO IOPUIUYECKU U ITHUECKHU MPABUIBHO

Hactpoiiku:

* 3aaepxxka mexay 3amnpocamu: 1000—-3000 mc (pexomenayetrcs 1500)
* 3anepxka K ogHomy aomeny: 5000—15000 mc (pekomenayetrcst 8000)
Uem BOJIBIIE 3anep:xka — tem BE3OIIACHEE, no Memyienuee.

ROBOTS.TXT:

Ecnu BKIFOYEHO — MporpamMma poBepsieT IpaBuila caiTa rnepe
CKaHHPOBAHHUEM.

PekomeHyeTcst OCTaBUTh BKIIOUEHHBIM — 3TO MTOKA3bIBAET
I0OPOCOBECTHOCT.

[TPOKCH (Hactpoiiku — Ilpoxkcn):

3auem?
* CmeHa [P-angpeca npegoTBpaiiaet 0JOKHPOBKY
» O06X0/1 re0OTPaHNYCHU HEKOTOPBIX CAUTOB

[ToanepxuBaemMble TUIIBI:
* SOCKS5 — pekomenayercsa (MakCMMaabHasi aHOHUMHOCTB )
« HTTP/HTTPS — crannapTHble IPOKCU

®dopwmart: host:port (Hanmpumep: 127.0.0.1:1080)
PoTarusi: mpu kaxaoM 3anpoce — CIEIyIONUN MIPOKCH U3 CIHCKA.

25



BE3OITACHOCTDb TBOUX JAHHBIX:

* Bce nannsbie xpansarcs TOJIBKO Ha TBOEM KoMIbIOTEpE

* [Iporpamma HE nepenaét nannbie Ha cepBephl pa3padboTunKa
 baza nanubix: (aitn antipyrat.db psimom ¢ nporpammon

« Jlorn: B Hactporikax — XXypHan aynura
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CSS-Cenexropsl (1J11 NPOABUHYTHIX MOJIb30BaTeJI€i)

Oto npoaBuHyTas GpyHKUKS. OOBIYHBIM MOJIb30BATENAM U3MEHSTh HE HYKHO!

[Tporpamma paboTaeT aBTOMAaTHYECKH 0€3 H3MEHEHHUS dTUX HACTPOEK.

YTO TAKOE CSS-CEJIEKTOPBI?

OTO0 mpaBuia, MO KOTOPBIM MpOrpaMma HAaXOOUT HYKHbIE JaHHbIE Ha
CTpaHUIIC CalTa:

* [ 1e HAaXOIUTCS Ha3BaHWE KHUTHU HA CTPAHHULIE

* [ 1e ums aBTOpa

* [ '1e cchIKa HA CKauMBaHUE

Kaxx1ip1ii CalT UMEET CBOKO YHUKAIBHYIO CTPYKTYPY.

Cenextopel TOBOPAT nporpamme — «uiu fanHeie BOT 3IECH»y.

KOT'JIA DTO HY)KHO?

Tonbko ecnu Bl xotute no6aBute HOBBIU cailT koTOporo HeT B CMCKeE,

U HACTPOUTH IJIA HCTO TOYHBIN IMapCHUHT.

KAK IOBABUTbH HOBBIN CAWT:

1. Ho6aes URL B «Hactpoiiku — McTouHuKm»

2. Ilepeitnn «Hactpoiiku — CSS-Cenektopsl [PRO]»
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3. Haxxmu «Jlo6aBuTh KOH(DUTYpAITHIO

4. OTKpo¥ HYXHBIN CalT B Opay3epe

5. Haxxmu F12 — Bknaaka Elements

6. KiiukHu Ha Ha3BaHME KHUTH HA CTpaHUIIE

7. Cxonmpyit CSS-niyts (mipaBblii kiiuk — Copy — Copy selector)
8. Bcrahb B mosie «CeneKkTop Ha3BaHUSD)

9. IloBTOpH 1151 aBTOpA U CCHUIKH

10. Haxxmu «CoxpaHHATH»

KHOIIKHU B PA3JIEJIE:

* «BKIIIOYUTH BCEe» — aKTUBUPOBATH BCE KOH(UTYpAIIH

* «OTKIIFOYNTD BCE» — JEAKTUBUPOBATH BCE

* «Jlo0aBUTHh KOH(PUTYpaLIO» — JJI1 HOBOT'O caiiTa

* «COpOoCHTh K YMOJTYAHHUIO» — BOCCTAHOBHUTH 3aBOJICKHE HACTPOMKHU

* «DKCIOPT .jSON» — COXPAHUTh KOH(DUTYpAIHIO B (haii

Kypnaa aynura

KypHan ayiuta — noJiHast UCTOPHUSI BCEX JIEVCTBUM MTPOTPAMMBEL.

Haxonurces B pasgene: Hactpoiiku — Britanka « KypHai ayauray.

3AYEM HYXEH XYPHAIJI?

* [Ipo3payHOCTh: BUAHO BCE UTO Jieajna nporpaMmma
» Jloka3zaTeabCcTBA: KOTAA U YTO OBLJIO HANICHO

« Jluia ropucTa: SKCNOPTUPYH KypHaAI U IIepe/lail CIEHUATUCTY
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° I[I/IaFHOCTI/IKaI CCJIX YTO-TO IIOHLIO HC TaK — CMOTpPH CroJJa

UTO 3AIIMCBIBAETCA:

* 3amyCK ¥ OCTaHOBKAa CKaHUPOBAHUS

» Kaxxas HaiienHas ccpuika (MUpaTcKas WId JIeTanbHas)
* Jlo6aBiieHne U yaalieHue KHUT

* lI3MeHeHne HaCTpOeK

* WHOIS-3anpocsl

» Co3gaHue CKpUHIIIOTOB

* OTKpBITHE TTOYTOBOTO KJIUEHTA

* [IpuHATHE TOTH30BATEIHCKOTO COTIIAIIICHUS

» CMeHa TeMbI, HaBUTallUs 110 pa3zesiam

» HaxxaTue ropAa4ux KjIaBHII

VPOBHU 3AITUCEM:

* INFO — 00ObIuHbIE JeHCTBUS (CUHUIA)
* OK — ycneniHsie onepanuu (3e1EHBIN)
* WARN — BaxHbI€ COOBITHS, OCTAHOBKA (KENTHIN )

* ERROR — omm6ku u c6ou (KpacHbIN)

PABOTA C XYPHAJIOM:

* @uipTpanus 10 ypOBHIO U KaTErOpUU

* [Touck no TekcTy 3anucei
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* Knomnka «9kcmopt (.txt)» — coxpaHuTth BCE B (aiin

» KHonka « O4UCTUTH JIOTW» — YJIAIUTh BCE 3aMUCH

I'opsiune kiaBuIIM U Tpeu

VYrpapisii mporpaMMoi ObICTPO — 0€3 MBIIIKH!

['OPAYUE KJTABUIIIN:

Ctrl +S  Crapr ckanupoBanus (ecnu crout) / Crom (eciu uaér)
Ctrl + E  Dxcnopt xkypHaiia ayauTa B .txt (paitn (aBTo-cKaunBaHUE)

Ctrl + T Ilepexmounts Temy: TéMHas Sci-Fi <> cBeTnas

['opsiune xknaBuim padorarot B JJIFOBOM pasznesne nmporpaMmsl.

Kaxxnoe HaxkaTre 3amuchIBaeTCs B )KypHAI ayauTa.

IToackaska mokasasa B mranke mporpammer: ] Ctrl+S/E/T

CUCTEMHBIN TPEM (uxoHKa B PaBOM HIDKHEM YIIIY):

3HAYOK IIMTa B MPABOM HM>KHEM YTJIy dKpaHa.
YT0 1moka3bIBacT UKOHKA:
» KpacHblil OEHIK ¢ YUCIIOM = KOJIMYECTBO HAMICHHBIX CCHIJIOK

* [Iynpcanus = CKaHUPOBAHUE AaKTHUBHO
30



* CuHUH = 0’)KMJIaHHE, CKAHUPOBAHUE OCTAHOBJIEHO
Kak ncnone3oBars:
1. Ha)xmMu Ha UKOHKY — OTKPOETCSI MUHH-TIAHEIb
2. B ma”enu Thl BUAMILB:

 CTaryc: akTUBHO / OCTaHOBJICHO

* CYE€TUMKU: BCEro / MUPATCKUX / JIETaTbHBIX

* Knonku «3amyctutb» u «Ctom»

* BricTphIe CCBUIKM HA Pa3eIibl

* Hamomunanue o TopsAYHNX KIIaBHUIIAX

B .exe Bepcun (Windows):

* IKkOHKa B CUCTEMHOM TpPEE PSIOM C YaCaMHU

* [IpaBblii KJTMK — KOHTEKCTHOE MEHIO

* [Iporpamma cBopauuBaeTcCsi B Tpei MPHU 3aKPHITHU

* JIBOWHOM KJIMK — Pa3BEPHYTh OKHO

KHOIIKA CTOII (BBepxy cripaBa):

KpachHas KHOIIKa B IPaBOM BEPXHEM YIIIy.
Hemennenno ocranasnuBaer BCE npouecchl CKaHUPOBaHUS.

OkBuBaneHTHa ropsiyeit kinasuiie Ctrl+S npu akTHBHOM CKaHUPOBAHUH.
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FOpuanueckasi aTuka

BAYKHOE HAIIOMUHAHMUE JIJI1 BCEX OJIB30OBATEJIENA!

[Iporpamma Amntullupar cozmana uckimountensHo mna 3AKOHHOI'O

MOHHUTOPHHI'A B OCIIAX 3alllUThl aBTOPCKHUX IIpaB.

YUTO PA3PEIIEHO:

v/ Monwuropunr pacrnpoctpaneruss CBOUX npousBeacHwmii
v OrnpaBka 3akoHHBIX ipeTeH3uil 1 DMCA-yBeoMIIeHui
v/ dukcalys HapyieHni (CKPUHIIOTHI) IS Cyaa

v WHOIS-3ampocs! [j1s onpeeieHus Biaaeibiia caita

v Ucnonb3oBanue Rate Limiting (yBaKUTEIbHBINA TAPCHHT)

YTO 3AIIPEIIIEHO:

X HWcnonb3oBaHue 111 9y)KUX TPOU3BEICHHIA
X ArpeccuBHBIN MapCcUHT 0€3 3a7epiKeK
X ABTOMaTHYecKas pacchlika muceM (mporpaMma — TOJIBKO 1madsoH!)

X CO0p mepcoHanbHBIX JaHHBIX [TOJIb30BATEICH CaliTOB
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PEKOMEHJTYEMBIU ITOPSJIOK JEVCTBUU:

1. ®uxcanust — cjenail CKpUHIIOT CTPaHUIIBI (JJ0KA3aTeIbCTBO)
2. WHOIS — onpenenu XOCTUHT-TIpOBalifiepa U perucTparopa
3. IIperen3us — OTIpaBb NUCbMO CAMOMY CAUTY

4. Ilopoxaum — nmait 7-14 nHeu Ha peaKUUIo

5. Abuse — ecin HeT oTBeTa — Kaj00a XOCTHHI-TIPOBaiIepy
6. [TouckoBuku — nogaii DMCA B Google u Annekc

7. PKH — Pockomuam3op: eais.rkn.gov.ru

8. Cyn — mipu 3HaUMTENBHOM yIiepOe 00paThuch K IOPUCTY

[TOJIE3HBIE PECYPCBI:

* Pockomuamop: https://eais.rkn.gov.ru

*GoogleDMCA:https://support.google.com/legal/troubleshooter/1114905
* Sunexc xxanoOsl: https://yandex.ru/support/abuse

* Lumen Database (DMCA): https://lumendatabase.org

* 3akoH P® 00 aBTopckom nipase: ['K PO Yacts [V (ct. 1225-1551)

* bepHckast KOHBEHLIMS: Wipo.int
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https://eais.rkn.gov.ru/

[MOAAEPXKA U ITPUOBPETEHUE:

DKCKITI03UBHBIN nucTpubbioTop: KynmuMapker — https://buyofd.ru
Pa3zpaborunku:

Cunopos Uropp -

CrapuxoB Hukanop - https://libnvstarikov.ru

© 2025-2026 Antullupar 2.0. Bce npaBa 3auiuiieHsl.
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